
HIGHLIGHTS

Time for the defenders 
to outwit the attackers

CREATING A 
SYNERGY

VIEWS ON 
MOBILITY

O
ver the last few years, 

we have witnessed 

an increase in the 

number, types and 

intensity of threats, 

and so security solutions have developed 

to be more intelligent as threats have 

become more complex. As the security 

landscape changes, increased invest-

ments in security solutions are being 

witnessed across all industry sectors.

SECURITY MARKET IN 
THE MEA REGION IN 2015
ICT sector in Africa has started register-

ing double digit growth and is expected 

to remain stable in the medium turn. 

With ICT growing stronger as a socio-

economic intervention, reaching more 

organizations and users, there’s certainly 

greater need for enterprise security.  On 

the other hand, ICT priorities in the 

Middle East are also evolving with the 

growing impact of cloud, virtualization, 

BYOD and other trends on business 

models. !e collective outcome of these 

forces and growing complexity and 

frequency of cyber threats and network 

attacks have forced businesses to revisit 

their enterprise security posture, forcing 

them to shun traditional defences that 

can’t keep up for changing times. As a 

result, a growing number of IT managers 

and CXOs see the need for comprehen-

sive overhaul with a proactive and inte-

grated approach on enterprise security 

and risk management. 

Key security priorities include secu-

rity for virtual and cloud environments, 

application-aware security, identity 

based access, protection and reporting, 

support for compliance needs, BYOD 

awareness and more. In addition, several 

mid-market and large scale organizations 

that preferred clinging onto in-house 

security expertise now also see the need 

for managed security services. 

Although the frequency of a cybersecu-

rity attack on a large scale is low, by 2018, 

40 percent of large enterprises will have 

formal plans to address aggressive cyber-

security business disruption attacks, up 
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Need for enterprise security emanates from maturing ICT scenario. 

According to independent reports by leading analysts and consultants, 

the security market in the region is likely to cross $1 billion in 2015.
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�ey’ve recognized the business necessity 

of a strong security posture—and express 

con�dence that their security processes are 

optimized. Technology vendors are also 

more attentive toward �nding and �xing 

vulnerabilities in their products, giving 

criminals fewer opportunities to launch 

exploits.

ARE THE ORGANIZA-
TIONS READY TO DEFEND 
THEMSELVES?
In order to gauge the perception of secu-

rity professionals on the state of security 

in their organizations, Cisco asked their 

CISOs and SecOps in several countries 

and in organizations of several sizes about 

their security resources and procedures. 

PARTNERS IN SECURITY
According to Hani Nofal, Executive Direc-

tor, Intelligent Network Solutions, GBM, 

“�e GBM Management realizes the chal-

lenges faced by CXO and have prepared 

well to meet the current region needs. 

Our o!erings are holistic and integrated, 

coupled with the best of skills to adapt to 

the changing threat landscape and meet / 

exceed customer demands”.  �is is GBM’s 

3rd year as a Diamond sponsor at GISEC. 

For this year, the topic of their breakout 

session is “Building Security in Applica-

tions using Application Security Manage-

ment Solution”. Moreover, GBM will be 

announcing the results of its 3rd mass 

survey across the region around “Privacy”.

SOLUTIONS GALORE
�e role of Network security as business 

enabler has evolved over the years; it is now 

entrusted to do a lot more than just secure. 

Security - now at core of strategic decisions 

- is a topic which is frequently discussed 

by the top echelon during board meetings. 

To this end, there is a requirement to make 

it simple and easily discussable, which is 

where our logging and reporting solu-

tions come into picture. �ese solutions 

are designed to provide a simple hawk eye 

view of the state of security, something 

which works very well for executive sum-

maries. “Cyberoam has created a portfolio 

of network security products and solutions 

that meet all strategic needs for our cus-

tomers” says RavinderJanotra, Regional 

Sales Manager, Cyberoam Middle East. 

“Our solutions also provide answer for a 

tricky conundrum of �nding the common 

strategy for balancing security with con-

nectivity and productivity; something 

which becomes a point of contention 

between CIOs and CSOs.”

CHANGING ROLE OF Source: Cisco Security Research

Vertical Risk of web malware encounters worldwide 
(Jan 1- Nov 15, 2014)

“More and more 
security vendors 
are working 
together in solving 
problems instead 
of just competing 
against each other. 
The Cyber Threat 
Alliance is a great 
example of this.”

KALLE BJORN
DIRECTOR, SYSTEMS ENGINEERING - 

MIDDLE EAST, FORTINET Source: Cisco Security Research

...Continue from page 01

from zero percent in 2015, according 

to Gartner. Business disruption attacks 

require new priority from chief informa-

tion security o"cers (CISOs) and business 

continuity management (BCM) leaders, 

since aggressive attacks can cause pro-

longed disruption to internal and external 

business operations.

According to Cisco’s 2015 Annual Secu-

rity Report, attackers have become more 

pro�cient at taking advantage of gaps in 

security to hide and conceal malicious 

activity. On the security side, organiza-

tions appear to have upped their game by 

adopting more sophisticated tools for pre-

venting attacks and reducing their impact. 

Highest 
risk 

verticals 
for 

malware 
exposure 

across 
EMEA
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Number of security professionals within organizations

“Our solutions also 
provide answer for 
a tricky conundrum 

common strategy 
for balancing 
security with 
connectivity and 
productivity; 
something which 
becomes a point of 
contention between 
CIOs and CSOs.”

RAVINDERJANOTRA
REGIONAL SALES MANAGER, CYBEROAM 

MIDDLE EAST. 

N (NUMBER OF RESPONDENTS) = 1738

Source: Cisco Security Capabilities Benchmark Study

Source: Cisco Security 

Capabilities Benchmark Study

CISOS
“Gartner de�nes aggressive business dis-

ruption attacks as targeted attacks that 

reach deeply into internal digital business 

operations with the express purpose of 

widespread business damage,” said Paul 

Proctor,  VP and distinguished analyst at 

Gartner. To combat these types of attacks, 

CISOs must pivot approaches from block-

ing and detecting attacks, to detecting and 

responding to attacks. 

“Entirely avoiding a compromise in a 

large complex enterprise is just not pos-

sible, so a new emphasis toward detect 

and respond approaches has been build-
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CISCO SECURITY MANIFESTO: BASIC PRINCIPLES 
FOR ACHIEVING REAL-WORLD SECURITY

-

ness when potential security issues arise? How can I ensure my team has the tools and visibility to determine what 

and not just when they are working on-site?  Cisco security experts suggest that CISOs can address these questions 

SECURITY MUST BE CONSIDERED A GROWTH ENGINE FOR THE BUSINESS. 

understand how security processes can enable the organization’s agility and success, while also protecting its data, 

assets, and image.

SECURITY MUST WORK WITH EXISTING ARCHITECTURE, AND BE USABLE. 

less secure. 

SECURITY MUST BE TRANSPARENT AND INFORMATIVE. 

SECURITY MUST ENABLE VISIBILITY AND APPROPRIATE ACTION.

By understanding how security technologies operate, security teams can reduce their administrative workload while 

SECURITY MUST BE VIEWED AS A “PEOPLE PROBLEM.” 

 “It’s important 
to note that 
technology alone 
cannot keep your 
business safe and 
there are various 
examples to prove 
that. The approach 
has to be risk-
based and holistic 
encompassing 
technology, people, 
processes and 
business teams.”

HANI NOFAL
EXECUTIVE DIRECTOR, INS, GBM

ing for several years, as attack patterns 

and overwhelming evidence support that 

a compromise will occur,” said Mr. Proc-

tor. “Preventive controls, such as �rewalls, 

antivirus and vulnerability management, 

should not be the only focus of a mature 

security program. Balancing investment 

in detection and response capabilities 

acknowledges this new reality.” 

�e rise of ubiquitously connected 

devices and the Internet of �ings (IoT) 

has expanded the attack surface, and com-

mands increased attention, larger budgets 

and deeper scrutiny by management. 

Digital business should not be restricted 

by these revelations, but emphasis must be 

placed on addressing technology depen-

dencies and the impact of technology 

failure on business process and outcomes. 

Information owners should be made 

explicitly accountable for protecting their 

information resources, ensuring they will 

give due consideration to risks when they 

commission or develop new digital busi-

ness solutions. 

“CISOs and chief risk o"cers (CROs) 

can and should persuade executives to shi# 

their thinking from traditional approaches 

toward risk, security and business continu-

ity management. Security is not a technical 

problem, handled by technical people, 

buried somewhere in the IT department,” 

said Mr. Proctor. “Organizations need to 

start solving tomorrow’s problems now.”

CISCO security experts suggest that it’s 

time that enterprises start looking di!er-

ently at how they approach cyber-security 

in order to ensure higher security for their 

organizations. As Hani Nofal, Executive 

Director, INS, GBM says, “It’s important 

to note that technology alone cannot keep 

your business safe and there are various 

examples to prove that. �e approach has 

to be risk-based and holistic encompassing 

technology, people, processes and business 

teams”.

TACKLING THE SITUATION
Every organization that generates and 

stores valuable data makes for attractive 

targets, and should take an active role 

in protecting themselves and their data. 

Phishing campaigns, malware spreading 

via external storages and mobile devices 

will continue to pose the largest threats. 

Large enterprises might speci�cally be 

targeted (APT). It is critical that enter-

prises continuously revamp their security 

infrastructure, and stay up-to-date with 

enhancements that are equipped to prevent 

attacks. 

“�ere is no doubt that cyber attacks 

will become more numerous but the 

security industry will respond to them as 

always” says KalleBjörn, Director, Systems 

Engineering - Middle East, Fortinet. “More 

and more security vendors are working 

together in solving problems instead of 

just competing against each other. �e 

Cyber �reat Alliance is a great example 

of this.”

It is absolutely imperative that members 

of the channel are kept as up to date as pos-

sible on a product’s new features and func-

tionality. Channel sales engineers must, 

in essence, become product experts, and 

demand regular training from their vendor 

counterparts. Sales sta!, for their part, must 

likewise keep up with the latest messaging, 

feature sets and solution updates. Both 

the partner and vendor must speak the 

same language and have the same level of 

knowledge. 

FINALLY
The Middle East has been prone to a 

number of security threats over the last 

couple of years, and today IT security 

occupies the prime spot in today’s IT 

networking scenarios. Over the years, 

companies have been investing more in 

security products that offer reliable and 

scalable solutions. Increase in adoption 

of mobile, cloud, social and information 

will continue to drive demand and use 

of security technology and services. The 

Internet of Things will also play a crucial 

role in determining the security invest-

ment and would give rise to a new breed 

of threats.  

Any technology that is implemented 

in an enterprise can fail if not configured 

or administered appropriately. This can 

only be ensured once we have processes 

in place for governance over operations. 

Technology must be customized to the 

needs of the organization’s needs and 

should be deployed to react to the risk 

exposures an organization faces. Rede-

fined security strategies should consider 

new approaches to help align people, 

processes and technology.


